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Introduction to DNSSEC
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What Is DNSSEC?

◉ DNSSEC is a protocol that is currently 
being deployed to secure the DNS.

◉ DNSSEC adds security to the DNS by 
incorporating public key cryptography into 
the DNS hierarchy, resulting in a single, 
open, global Public Key Infrastructure (PKI) 
for domain names.

◉ DNSSEC is the result of over two decade 
of community-based, open standards 
development.

◉ Specified in RFCs 4033, 4034, 4035 and 
5155 

DNSSEC stands for Domain Name System (DNS) Security Extensions.



| 5

⦿ To achieve Authenticity and Integrity of DNS data

⦿ Allows domain name registrants to cryptographically SIGN
their DNS data

⦿ Allows DNS operators to VALIDATE all DNS data passing 
through DNS resolvers

⦿ Provide assurances to users that the DNS data they are 
seeing is valid and true

⦿ Helps prevent DNS threats and abuses

DNSSEC in summary
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What DNSSEC Does Vs what it doesn’t do

◉ DNSSEC uses public-key cryptography and digital signatures to provide:

Data Origin Authenticity : “Did this response really come from the example.com
zone?”

Data Integrity: “Did an attacker (e.g., a man in the middle) modify the data in this 
response since the data was originally signed?”

◉ DNSSEC offers protection against spoofing of DNS data

◉ DNSSEC does not provide any confidentiality for DNS data:

no encryption

Man in the middle-attack

◉ DNSSEC does not address attacks against DNS software: DDoS; BCP38



DNSSEC Validation

DNSSEC Enabled - Resolvers in action
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DNSSEC Validation

◉ DNSSEC validation is the process of checking the signatures on DNSSEC data

◉ Validation can occur in applications, stub resolvers or recursive resolvers

◉ Most validation today occurs in recursive resolvers

◉ Trust Anchor: To perform DNSSEC validation, you have to trust somebody (some 
zone’s key). Root Zone KSK is the most important trust Anchor on the 
Internet.

◉ What happens when validation fails?
Overloaded signaling mechanism from recursive resolver to stub resolvers
• SERVFAIL error, which has other meanings

No signaling mechanism from stub resolver to application
• Most resolver APIs not rich enough to pass validation status



| 9

DNS resolution process with DNSSEC
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Digital Signatures - Verification

Hash of Data Private 
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Yes!

Successful 
verification
means that the data
arrived "as planned"

Digital  Signature
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Chain of Trust
Finally, how do we trust DS record?

Well, we just sign DS record like we did with other RRsets, creating a 
corresponding RRSIG for the DS record in the parent.

We repeat the validation process and get to the parents public KSK... 
And again must go to that parent’s DS record to verify… on and on 
up to the DNS root.

Eventually, we get to the root and there's nothing up there (sadly no 
parent)… and so we must come with a solution to create a trust 
anchor for the root, a “one key to rule them all” (sorry, can’t resist 
quoting LOTR again)… and here it comes a solution implemented 
since 2010 called: 

The Root Signing Ceremony
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State of DNSSEC Deployment
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State of DNSSEC deployment
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DNSSEC signing in Africa ccTLDs, Oct. 2021
https://dnssec-africa.org/index.html

https://stats.labs.apnic.net/dnssec/XA

http://stats.research.icann.org/dns/tld_report/ http://rick.eng.br/dnssecstat/

https://dnssec-africa.org/index.html
https://stats.labs.apnic.net/dnssec/XA
http://stats.research.icann.org/dns/tld_report/
http://rick.eng.br/dnssecstat/
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State of DNSSEC Validation

◉ Most validation today occurs in recursive resolvers

◉ Bad News: 
27% of DNS responses are validated according to APNIC Labs*
Too many resolvers do not validate DNS answers 
. . And not enough domains are signed

◉ ICANN has a mandate in our strategic plan for 2021-2025 to significantly increase 
DNSSEC adoption, including convincing DNS resolver vendors to ship their 
software with DNSSEC validation turned-on by default
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State of DNSSEC Validation– (Oct 2021) 

Source: APNIC Labs: https://stats.labs.apnic.net/dnssec/XA

https://stats.labs.apnic.net/dnssec/XA?hc=XA&hx=0&hv=1&hp=1&hr=1&w=30
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State of DNSSEC Validation – Somalia

Source: APNIC Labs: https://stats.labs.apnic.net/dnssec/SO

https://stats.labs.apnic.net/dnssec/


Enabling DNSSEC Validation
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DNSSEC Validation in BIND 9.11+

• On /etc/bind/named.conf.options :

dnssec-validation auto        
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DNSSEC Validation in Unbound 1.7+

1)  Download root-key trust anchor:
unbound-anchor 

2) On /etc/unbound/unbound.conf.d/root-auto-trust-anchor-file.conf :
Uncomment the line:

# auto-trust-anchor-file: "/var/lib/unbound/root.key"

To:

auto-trust-anchor-file: "/var/lib/unbound/root.key”

3) Restart Unbound 
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Test your Resolver is Validating 

- Do you get the ad bit? 



Visit us at icann.org
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Engage with ICANN – Thank You and Questions


